1. Look for the DomainKeys Icon
To determine if a message is verified:

STEP 1

Open a message in Yahoo! Mail

Begin by opening a message in any of your Yahoo! Mail folders. It
can be a new message or one you already opened.

STEP 2

Look for the DomainKeys icon

If the message has been verified through DomainKeys, you'll see a
small icon of an envelope and key in the email header. This verifies
that it's from the domain it claims to be from.

Thank you for your inguiry!
(‘\:l Yahoo! Customer Service <support@cc.yahoo-inc.com=>
free2rhiyme@yahoo.com

Notice the DomainKeys icon missing.

Hi, Thushan - | &) Available « | Sign Out Wahoo! | My Yahoo!

What's Hew  Inbox 15 emails » | Hello my dear 4l Urgent..need help

Urgent..need help Thu, July 29, 2010 10:24:13 AW
From: Thushan Silva dhushans@imail.com; to Contacts
Too Lanka Ush =lanka_ushi@yahoo coms Domain Keys icon missing
Dear Sanath,

T'm Sorry T didn't inform you about my trp to the UK England for a program, I am presently in England sotething extremely awfil happened to me,I was
mugged at gun point on my way to the Hotel by some Hoodlims and they made away with my Bag and other valuables. I called my bank for a wire
transfer but it has proven almost Impossible to operate my account from here as they made me understand international transactions take 7 working
days to be effective which i can't wat.

I feel so devastated now my passport and other belongings are been retained by the hotel management pending the time I pay my hotel bills. This is

shameful, I need you to help me with a loan of ($3,296.38 dollars) to pay my hotel bills and get my self home. I will reimburse you scon as I get back
Home I will appreciate whatever yvou can assist me with. Can you help?

Tou could send the loan to the following account 2124071247 operated at Eastern Tnion .
Regards,

Thushan

Note: If you don't see the icon, that doesn't necessarily mean that
the sender is not who they're claiming to be. Our advice is to always
be cautious when dealing with emails that pertain to information
that is sensitive in
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http://antispam.yahoo.com/domainkeysicon

http://antispam.yahoo.com/phishing

http://antispam.yahoo.com/signinseal

. Fight password theft with seals you create and add to Yahoo! sign-in
pages

This is how you can do it..

a. Yahoo mail login page.
https://login.yahoo.com/config/login_verify2?&.src=ym

b. Click on “Create -your sign-in-seal.

[Yahoo! Mail: The best web-based email' - Mozilla Firefox
= Edt Wiew Hstory Bookmarks Taols Help

w e X 4 whtlps:ﬁlng\n.yahun.(umf(unfig/\ng\njer\fy??&.sr[=ym 77 - Iﬁ'lGDug\E

vir.. || Cloud Security Alianc 8 net-Took

| Most Visted | | EeeUser Forum f List .. | | Quickinstallation - Op... & Openvzwii || Do

JsieRr | o vahoo Mail: The best web-based ... &
YaHoOl,

Yahoo! | Help

| Signinto Yahoo!
| Are you protected? i
:‘? Craate your sign-in seal

L ‘ahoo! 1D

- - ‘ ; _ﬁ;/ to your (4. free2rhymeg@yahion.com)

everything. |

Make Yahoo! your home. e

9-— | cant access my account | Help

c. Follow the instructions; you can select a text sign-in seal or an
image as preferred.
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https://login.yahoo.com/config/login_verify2?&.src=ym
http://antispam.yahoo.com/signinseal
http://antispam.yahoo.com/phishing
http://antispam.yahoo.com/domainkeysicon

: x ir https:Hpmtect.Iogm.yahoo.comﬂoglm’set)ref?‘\ntl:us&.src:ym&.u=fvaUup6caEff&‘v:U&.partner:&pkg:&stepld:&.pd:c:&.crumh:czon;ﬁ - I-T"|Goog\e

j Eeelser Forum f List ... |j Quick installation - Op... & Dpenz Wiki " Download Parallels Vir.. |j Cloud Security allianc. . & Indes of [templatefpr WHOIS Search for Do... ﬁ Met-To

& ] &! Yahoo! Protect your account agai... 3 | £7sign1n = ] 2§ Account Recovery: Forgot your passw... ] - ‘
Yahoa! | Hel
YaHoO! ’

Protect users on this computer against password theft with a sign-in seal.

A sign-in seal is a secret message or photo that Yahoo! will display on this computer anly. Look for it every tirme you sign in to
make sure you're on a genuine Yahoo! site. If the message, photo, or colors are different, vou may have landed on a phishing site

How would you like to customize your seal? Sign in to Yahoo!
' Create atext seal... Type & short, secret message for this computer
) = Are you protected?
© Upload an image... Select an image from this computer to use " Creste your sign-in seal
(e ?)
Your sign-in seal color: l:l See more colors b

BREVIEW

Remove | Save This Seal

Cancel Preview »

Frequently Asked Questions
B What is phishing? B Wihat about public computers?

B How does a sign-in seal pratect me? B Wil this sign-in seal protect me on sites other than Yahoo!?

B Why do | have to set up 2 seal on each computer | use? B #hat if | don't see my sigr

B What if | share this computer with family or friends?

YAHOO!Q Yahoo! | Help

Protect users on this computer against password theft with a sign-in seal.

A sign-in seal is a secret message or photo that Yahoo! will display on this computer only. Look for it every tirme you sign in to
rake sure you're on a genuine Yahoo! site. If the message, photo, or colors are different, you may have landed on a phishing site.

How would you like to customize your seal? Sign in
1
@ Create a text seal... to Yahoo!
|test Itest |test 21 character max
»
+ Create a unigue message that everyone using this computerwill recognize— Yahogl 11 V I Ew
far example, your street address. P
¢ [Don'tinclude your ID or password! EEERDIGR
o . ) )
Upload an image... Select an image from this computer to use Remove | Save This Seal

Your sign-in seal color: - See more colors

Cancel | [ Preview » ]

d. Browse your local PC and select a picture. It is advisable to select
something personal .
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tookmarks  lools  Help

2t mhttps:h’protect‘Iogln‘y'ahoo.comﬂlog\m’setjref?.|nt\=us&‘src:ym&.u=FvaUup6canF&.v:U&.partner:&pkg:&stepld:&‘pd: &.crumh:czon;ﬁ -

‘ Google

orum § List .. |j Quick installation - Op. .. A Openy'Z Wiki ll Daownload Parallels Vir.. |j Cloud Security Allianc... A Index of ftemplate/pr

. WHOIS Search For Da... a Net-Toals Web Interf
. | @I vahoo! Protect your account agai... | £7signin

@ 1 -;'. Account Recovery: Forgot your passw .. @ ] -+ |

YAHOO,’® “ahoo! | Help

Protect users on this computer against pasm

il
A sign-in seal is a secret message o photo that Yahoo! will displ:
. Laok in: My Pict = -
make sure you're on a genuine Yahoo! site. If the message, photo — I@ W Hcures j QL
Hew would you like to customize your seal? Copy of fe.jpg Deskkop.ini do.3PG
© Create a text seal... Type a short, secret message for
@ Upload an image... —
| Browse -
s Choose a photo that evervone using this computer will rece -
= Itcan be JPEG, JPG or GIF and should be under 2MB in siz :
» Tip: Use a close-up that will ook good when at small size
eflver.jpg em.JPG
Your sign-in seal color: l:l Seerm
— © :
Cancel

File hame: Ifc ing j DOpen

Flesollbype  [AlFies =]

Cancel
Frequently Asked Questions

e. Then you can customize a color and preview your seal and save
it.

Bookmarks  Tooks  Help

2T mhttps:Nprotect.login‘yahoo.comﬂog\nﬂsetjref

=orurn | List |j Quick installation - Op A OpenyZ Wiki ll Download Parallels Wir

P [2 B
\j Cloud Security Allianc ﬁ Index of [template/pr WHOIS Search Far Do ﬁ

@ -;'l Account Recovery: Forgot wour passw @] -+ |

YAHOO,’® ‘vahoo! | Help

@l ! &' Yahoo! Protect your account agai... &3 | £7 sign In

Protect users on this computer against password theft with a sign-in seal.

A sign-in seal is a secret message or photo that Yahoo! will display on this computer only. Look far it every time you sign in to
make sure you're on a gendine Yahoo! site. If the message, phota, ar colors are different, you may have landed an a phishing site

How would you like to customize your seal? Sign in
1
© Create atext seal... Type & short, secret message for this computer to Yahoo!

@ Upload an image...

Browse Tahga | w
| e | BREVIE™

s Zhoose a photo that everyone using this computer will recognize
e |tcan be JPEG, JPG ar GIF and should he under 2MB in size
« Tip: Use a close-up thatwill look good when at small size

Remove | Save This Seal

Your sign-in seal color: I:l
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Bookmarks  Tools  Help

A mhttps:npmtm\m;m.yahnu.mmﬂngmjsat pref# iR 2 B

Forum fList .. || Quickinstallation - Op... & Opervz Wik || Download Parallels vir... | | Cloud Security Alianc... & Index of ftemplatejpr... [ WHOIS Searchfor Do... £ et

(5] | £7 signIn
YAHOO’ Yahoo! | Help
L

3] I ©! Yahoo! Protect your account ag Accounk Recovery: Forgot your passu... | *+ |

Protect users on this computer against password theft with a sign-in seal.

A sign-in seal is a secret message or photo that Yahoo! will display on this computer only. Look for it every time you sign in to
make sure you're on a genuine Yahoo! site. If the message, photo, or colors are different, you may have landed on a phishing site.

How would .
This computer Your other computers?
C Create -
 Upload
O Bl N ™ |
. \t_can
O uisb is nowy set up to help you recognize Be sure to set up a sign-in seal on
a genuine Yahoo! sign in page. other computers you use regularly This Seal
for vahoo!.

Your sign-in Share this computer with family or
friends?
- Letthern know to look for this seal when they sign in to Yahoao! fror this computer.
c O
2

f. Make it difficult for the password thieves..now you have your
own seal for the mail login page..

fle Edt Wew History Bookmarks Tools Help

éh C X a https:mnqin‘yahnn‘cnmicnr\F\gfInqir\jeriFyZ?&‘src:ym 77 - m.‘mg\a

| Most visted | | Eeslser Forum [List || Quickinstallation- Op._ 8 Openwz wiki || Download Paralels vir . | | Cloud Security Alianc . 48y Index of fremplate/pr WHOTS Search for Do Net-Tools weh Tnterf

| ) sLeerr @J ©! Yahoo! Mail: The best web-based ...E3 | £75ian1n

ceaunt Recovery: Fargot your passw @l + ‘

YAHOO.’@ Yahoo!  Help
v i Signin
There's a new master of the digital to Yahoo!
universe. YOU.
Welcome to the new, more-personal-than-ever Yahool. Yahoo! ID

» Add whatever sites you love to the new Yahoo! hamepage (2.9, free2rhyme@yahoo.com)

» Connect, do, and share more with Vahoo! Mail Password

* Do more with results you find on Yahoo! Search

* Take your favorite things on the go with Yahoo! Mahile
I3 Keep me signed in
(Uncheck if on a shared computer)

Sign In

| cant access my account | Help
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